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Strategist & Senior Fellow, New America Foundation1

"I see drones very much as the weapon of choice non 
state actors for the next ten years….Just as improvised 
explosive devices (IEDs) dominated our thinking about 
terrorist attacks and on the battlefield, I think drones in 

combination with IEDs or using IEDs remotely will be 
what terrorist groups and insurgents utilize.”

CAROL KENNEDY
Professor of War Studies, University of Hull (UK)1



Unmanned vehicles – drones - offer society the promise of more 
effective, safer ways of performing everyday, and even unusual, tasks. 
Whether it’s inspecting underwater power lines, monitoring traffic, or 
driverless cars that can’t drink and drive, the idea of putting machines, 
rather than humans, in harm’s way is appealing. But drones also offer 
a new category of threats: being used for nefarious purposes that 
erode, rather than enhance, the security fabric of our society. 
Innovations are accelerating in both directions.
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DRONE SAFETY
BY THE NUMBERS
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Drones have been active participants in military campaigns for over 
150 years since the Austrians first launched two hundred pilotless 
balloons mounted with bombs against the city of Venice in 1849. 
Balloon surveillance was used in the US Civil War, kite surveillance in 
the Spanish-American War, and in WWII unmanned B-24 bombers 
loaded with explosives were flown into German bunkers. After WWII, 
drones were predominantly used for increasingly advanced forms of 
surveillance, until 2002 when the CIA armed their predator drones for 
unmanned attacks in Afghanistan.

And while history has tended to overlook the commercial applications 
of drones (despite Nikola Tesla patenting the first remote-control for 
unmanned vehicles in 1893), the civilian drone industry has recently 
grown into a vibrant ecosystem and is projected to reach almost $30 
billion in size by 2020.
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RISE OF THE 
DRONES

FROM MILITARY 
TO CIVILIAN USE

Global Unmanned Vehicle Market Size
USD, 2020

Unmanned 
Aerial Vehicles

(UAVs)

$5.6bn

Unmanned 
Ground Vehicles

(UGVs)

$18.7bn

Unmanned 
Water Vehicles

(UWVs)

$4.0bn

Source: Marketsandmarkets



COMMERCIAL 
LANDSCAPE

The infrastructure and agricultural industries seem set to claim almost 
two thirds of the commercial drone arena, driven by their need for high 
people mobility and high quality data. Industry experts suggest that a 
combination of relatively, dangerous work environments, coupled with 
razor thin margins, will drive a large component of current business 
services and labor in these two sectors to be replaced by drone-
powered solutions
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Value of Drone-Powers Solutions’ 
Addressable Commercial Industries
Global, 2015
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Security
Mining

Source: PWC, Clarity from Above Report, May 2016



Before going further it’s worth refreshing on the technical architecture 
underpinning drone solutions:
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At the most simplistic level, UAV systems typically have 3 major 
components:

§ The payload is the whole purpose of the UAV: whether it’s a high 
definition camera for surveillance, or an expendable substance like 
pesticide for crop dusting, this is the core item the UAV carries to 
perform its mission. Attached to the payload is the payload 
transmitter that relays signals and commands to and from 
receivers on the ground. Advanced UAV sensor payloads can 
collect a broad range of data, ranging from full-motion video (FMV) 
to air quality. This highly complex and compressed raw data is then 
recompiled, analyzed and adjusted using payload processors.

§ The vehicle’s flight path is controlled from the ground control 
station (GCS) which contains computer systems (including 
navigation, command and instrument modules) that calculate and 
adjust commands to and from the UAV through the ground control 
transceiver. The GCS is supplemented with manual controllers and 
field engineers/ pilots who issue commands that override and 
supplement the GCS’s limited capacity.

§ Manual and ground control commands are received by the onboard 
avionics system that includes a global positioning system (GPS) 
unit. The GPS unit communicates by radio with a “constellation” of 
several dozen navigational satellites that provide precise position 
and velocity data. Other core components of the flight computer 
include an inertial measurement unit which delivers sensor data 
on roll, pitch and yaw, combined with an onboard processor, to 
calculate attitude and heading. A second bank of sensors are 
coordinated by the integration board to determine speed, angle of 
approach, landing, and other sophisticated maneuvers. Finally the 
servo management board is part of establishing command and 
secure communication with the GCS, and processes and adapts the 
information collected from the GPS and attitude heading reference 
systems to enable landing and maneuvering of the craft.
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In early stage investing, timing is everything. Venture investment in the 
sector has been gathering momentum, as solution providers evolve 
from services-based models, to intellectual property and technology-
driven platforms. These innovations are in turn, driven by customers 
maturing their own capabilities and requirements, and drone-to-drone 
business models emerging. After an initial wave of drone 1.0 
technology consolidation in the last 18 months, the growing customer 
receptiveness to drone solutions, coupled with a lifting of the 
regulatory fog is supporting the emergence of the next generation of 
“Drone 2.0” solutions: advanced interfaces focused on specific use 
cases and coupled with sophisticated processing, analytics and 
insights.

INVESTMENT 
MOMENTUM

INNOVATION 
TARGETING
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Source:  CB Insights, Drone Industry Insights
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At AlphaPrime, we focus on two key layers in the drone innovation 
stack: we stay away from capital -ntensive craft hardware, payloads 
and GCS innovations, and instead focus on the software layers. We are 
particularly interested to ensure ground operators maintain avionics 
and payload data control, and can securely and efficiently transmit 
payload data. In addition, there is a growing body of business 
applications that leverage drones to improve the safety or security of 
individuals or assets, which we believe will be one of the core drivers 
of growth in this industry.

At a macro level, drones are both a solution to, and a cause of, safety 
and security concerns and we categorize them accordingly:

§ OFFENSIVE APPLICATIONS: These drone-based systems perform 
tasks that improve personal or public safety, or enhance asset 
security. This includes inspection and monitoring applications, 
search and surveillance, rescue and recovery, crisis response, and a 
broad range of risk assessment and management applications. 
Although governments are obvious clients for these products, these 
solutions are increasingly meeting commercial needs, developing 
industry-specific user interfaces, supported by primary and second 
order analytics. 

§ DEFENSIVE APPLICATIONS: These solutions prevent or mitigate 
drones from being hazards in their own right and harming people or 
assets. The main customers are asset owners, financiers, insurers 
and law enforcement, with the solution set including kinetic and 
passive counter drone systems (including jammers and scramblers), 
flight planning and traffic management, collision avoidance systems, 
intrusion detection and response, and underlying insurance 
products.

OUR FOCUS
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AlphaPrime tracks over 100 safety and security-related drone startups 
globally that have commercial application, and that we broadly 
categorize into 8 main groups (according to their primary focus):

100 STARTUPS 
TO WATCH

DRONE SAFETY & SECURITY 
MARKET MAP

This map only profiles companies that 
were founded in the last 10 years and 
have not been acquired/ gone to IPO. Due 
to our own investing preferences, our 
research focuses on English-language 
businesses, although we expect there are 
vendors in other jurisdictions that are not 
captured. This market map is not intended 
to be comprehensive, and certain vendors 
may not be profiled.

If you feel we have missed a company in 
this space, or you would like an opinion on 
a company you do not see here, please 
reach out to us at info@alphaprime.com.

Sources: AlphaPrime’s Charlotte’s Web™
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In an increasingly complex and dangerous world, threats to 
people and assets are escalating in diversity, frequency 
and magnitude. The need and ability to anticipate and 
respond to these threats is essential and universal. 
AlphaPrime invests in technology companies that address 
this need, that protect people and assets. That’s everything 
from physical security, to cybersecurity and risk 
management and everything between.

IT’S NOT PART OF WHAT WE DO. 
IT’S EVERYTHNG WE DO.

ABOUT 
US

Our research leverages AlphaPrime’s proprietary data warehouse, 
Charlotte’s Web™ , that tracks thousands of companies that protect 
people and assets.  This specific drone analysis was conducted in 
August and September 2016, with support from analysts Emma Yunqi
Li and Matteo Cuda. 

Charlotte’s Web™ is the result of hours of painstaking research: from 
our first analyst (and the data warehouse’s namesake) Charlotte Kwon, 
to Matteo Cuda, Emma Yunqi Li, Nathan Coen and Marc Bove who 
have contributed to its data reserves over the years. We remember and 
remain enormously thankful.

Copyright © 2017 AlphaPrime Management LLC. All rights reserved. AlphaPrime, the AlphaPrime Logo and Charlotte’s Web are trademarks or registered 
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