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INSIDE 
THIS 
ISSUE

[T]here are those organizations who think cyber is a 
problem for other people and it won’t affect them. 
That is just not true. Cyber attacks can and are 
affecting every single business.

My message for companies that think they haven’t 
been attacked is: “You’re not looking hard enough" 
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For many, 2016 was a year of security headlines. It seems like almost 
every day there was a front page story of another security breach, another 
hack, another terrorist attack, another fraud. At AlphaPrime, we believe 
that the world is heading into an era of security minefields for 2017 and 
the next decade. There are emerging solutions, a robust acquisition 
environment, and some indication that boards and companies are 
maturing and starting to prepare their defenses. But more is needed and 
faster in order to meet the escalating environment.
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Have no illusions. Across companies, governments and homes, we are 
now in this current state of unprecedented security vulnerability. Before 
we discuss solutions, it’s worth pausing to reflect on how the rate of 
security threats and innovation has evolved and escalated across history.

For as long as humans have been living in close proximity to each other, 
we’ve been defending our homes, our families and our assets. Initially, this 
was in the form of hand-to-hand defense: with bows and arrows from as 
early as 10,000 BC. It took 9,000 years but eventually we innovated: with 
padlocked containers around 1,000 BC. Unfortunately robbers just stole 
the entire box and broke the container in quiet locations. Our next security 
innovation took a mere 2,000 years with combination locks gaining 
popularity in the 1850s. This time robbers responded with drills and picks. 
In the 1870s banks largely moved onto time locks; robbers responded 
with nitroglycerin. By the 1920s, most banks had installed vaults; robbers 
innovated with cutting torches.
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The 1950s heralded a significant change in criminal strategy. For the first 
time, thieves innovated to launch long-distance, more anonymous, and 
untraceable attacks using global telephone networks. “Phreakers” sought 
to make free long distance calls using blue boxes that emulated 
international dial tones, financially depriving telecommunications 
companies in the process. In the 1980s, the emergence of the online 
personal computer multiplied the range of targets that could be 
compromised from a distance, and by the mid 1980s self-replicating 
computer viruses were infecting and disrupting this online community. 

Since that time, criminals’ exploitation of emerging technologies has 
progressed at a dizzying pace: social networks have provided criminals 
with a treasure trove of personal information that aide with targeting and 
password infiltration. And for the last 10 years, the smart phone has 
supplemented this knowledge with real-time location data. Now our 
culture’s embrace of connected devices, the “Internet of Things” 
revolution, is taking our society to a peak vulnerability state where almost 
every home, factory, vehicle and firm is vulnerable to an expanding ocean 
of hackers and attacks.
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The FBI’s recent report of a 3.7% decline in “property crimes” between 
2014 and 2015 gives false hope, as those statistics exclude cybercrime, 
trickery, confidence games and fraud. Indications are that these fraud 
rates quadrupled over the same period, and they are joined by a 5% 
increase in violent crime. 

The reality is, we are at the start, not the end, of a global crime pandemic: 
brought about by our society’s level of connection to a global fraternity of 
criminals. This crime wave has been made possible by society’s 
exuberant embrace of new technologies with too little thought or 
precautions taken to ensure we do not expose ourselves, our companies, 
our families and our society in the process.

But there is hope. A wave of next generation innovations is emerging to 
help governments, corporations and individuals defend themselves from 
this wave of emerging threats. It is supported by an increasingly willing 
customer landscape as companies recognize the value of embedded 
security innovations that not only reduce their operating and liability risk, 
but differentiate their own product offerings. 

As we reflect on the security shambles of 2016, we are optimists. We 
sense true winds of change in the security landscape for 2017 and 
beyond. 
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Despite the recent spotlight on nation-state interference in the US and 
European electoral processes, the vast majority of cyber attacks are for 
commercial purposes: driving revenues for criminals. 

This is coupled with a growing realization that governments are unable to 
defend corporations from these attacks. Due to the ocean of cyber 
criminals, the sheer volume of attacks and the breath and dispersion of 
targets, government defensive cyber capabilities have withdrawn to 
defending government systems and critical infrastructure. And they have 
their hands full: many government systems still have material 
dependencies on outdated legacy systems. For example, Britain’s 
Vanguard-class nuclear submarines currently run on Windows XP, a 
version of the software that has not received security updates in over 2 
years.  In 2016, a number of embarrassing hacks further highlighted the 
vulnerability of US government systems when over 800,000 personnel 
records were stolen from hacks into the FBI, DHS, NASA and DSS.
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Against this backdrop, companies are increasingly getting organized. 
Many corporations are resourcing a new executive function led by the 
Chief Information Security Officer (CISO) or Chief Security Officer (CSO), 
to provide the focus and advocacy to implement effective organization 
safety, security and risk protocols. CISOs/ CSOs are currently heavily 
aligned with the CIO and IT projects and budgets. However, we believe 
this will ultimately shift to CEO reporting as  companies seek more 
proactive security strategies that keep better pace with business agendas.
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2016 was a particularly active year for acquisitions of companies that 
manage and protect people and assets with over 354 exits in the 
sector.  However, IPOs continued their spiral towards irrelevance 
holding less than 3% of total exits (11 in total). Notably, the number of 
publicly listed companies in the sector is also declining as a further 19 
public companies in 2016 were either acquired by other corporates, or 
privatized with private-equity backing.  Consequently, investors 
seeking safety and security exposure are increasingly considering 
positions in private markets. 
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Venture particularly, drives a large part of the sale activity: accounting 
for over 73% of IPOs in 2016, and 35% of all exits. This is particularly 
notable given estimates that less than 1% of all startups receive 
venture funding. 

Seeking exposure to private companies focusing on safety and 
security, some investors have chosen to pursue direct investment 
strategies, rather than investing in private equity or venture capital fund 
specialists who invest in the sector.  But our analysis of the exit profiles 
reveal there are several reasons why investors may wish to couple their 
direct investing strategy with positions in institutional funds.

Unsurprisingly, private equity investors invest in much older, often cash 
flow positive, businesses in the sector. As PE tend to invest on average 
20 years after founding (median = 14 years),  they typically deliver exits 
within 5-6 years of their initial investment. 
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Surprisingly, venture has similar hold periods to PE: an average of 6-7 
years after initial investment, despite VCs tending to invest earlier in the 
company’s lifecycle (average = 5 years after founding; median = 2 
years). Not only do VCs tend to pick companies that naturally grow to 
exits faster, but we believe the VC’s work with management and their 
influence on strategy causes this acceleration. 

In contrast, other investors (family offices, corporates, individuals) tend 
to invest in companies that take 15-17 years from founding to exit.  
There was insufficient available data to analyze these investors’ hold 
periods.
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There is a vast ocean of active acquirers. Despite the hype, in 2016 
traditional enterprise providers such as Cisco and Oracle focused their 
acquisition strategies on decision support platforms, leaving later-
stage private technology companies, private equity and utilities to take 
the lead in cyber-security.  We are particularly interested in the newly 
formed joint venture between BC Partners and Medina Capital (and 
others) that in November 2016 entered into agreements to acquire 5 
companies (3 of them with cybersecurity implications) for $2.8 billion 
(the transactions are expected to complete early 2017).

We also observed the consolidation in physical security (particularly 
monitoring services) continue in 2016, although technology integrators, 
Intel and Convergint also aggressively acquired emerging physical 
security innovations. 

Transaction Surety is currently the smallest, and quietest, subsector, 
although we anticipate increased activity in 2017 as emerging tech 
reaches maturity. 

12

ACQUIRERS ARE 
NOT THE USUAL 
SUSPECTS

# 
deal
s x

Cyber
Security

Physical
Security

Transaction
Surety

Decision 
Support

4

3

2

1 +117 companies +90 companies +17 companies + 57 companies

All >287 unique acquirers

2016 Acquirer League Tables 
By # of companies acquired

Source: AlphaPrime’s Charlotte’s	Web™

Strandbaden
Svanshall

Intressenter AB



Some key insights we note from the 5 largest venture back sales of the 
year:

• Not all large exits are coming from Silicon Valley: in fact most are 
not, hailing from dispersed geographies in North America 

• Large exits in the sector are relatively capital efficient, with sale 
prices representing between 7 to 100x invested capital

• With private equity aggressively pursuing the sector, it is essential 
that VCs have close relationships with active PE participants, and 
vice versa

• We noted an active secondary share sales market in many of these 
companies’ securities prior to their exits, so prudent venture 
managers must diligently cultivate and liquidate interests to ensure 
investors get timely returns
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VENTURE 
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Lytx
Driver safety and predictive maintenance fleet management solutions. The company was founded 
in San Diego, California in 1999 and raised $69m prior to its exit

Optiv
The largest pure-play cyber security solution provider in North America.  Optiv was created in 
2015 from the merger of Accuvant (PE owned, founded in 2002 in Denver, Colorado, raised $8m 
prior to the merger) and FishNet Security (venture backed from 2005, founded in 1996 in Overland 
Park, Kansas,  raised $12m prior to merger)

Jasper
Pioneer in cloud-based platforms for the secure launch, management and monetization of IOT 
deployments. The company was founded in Santa Clara, California in 2004.  Jasper raised $205m 
prior to its exit.

Acquired by Cisco, Feb 2016 for $1.4B

Acquired by KKR, Dec 2016  for $2.7B

TopSec
A leader in network security visibility and vulnerability assessment. A tech enabled services 
business. TopSec was founded in 1995 in Beijing, China but did not secure venture investment 
until 2004. It raised $12m prior to its exit.

Acquired by Guangdong Nanyang Cable Group, Aug 2016 for $859M

Dyn
Cloud infrastructure monitoring and management company. The company was founded in 
Manchester, New Hampshirein 2004, but did not secure venture investment until 2012.  Dyn
raised $88m prior to its exit 

Acquired by Oracle, Nov 2016 for $650M

Acquired by GTCR, Feb 2016 for $500M

2016’s Top 5 Venture-Backed Acquisitions
By declared enterprise value

Source: AlphaPrime’s Charlotte’s	Web™



In an increasingly complex and dangerous world, threats to 
people and assets are escalating in diversity, frequency 
and magnitude. The need and ability to anticipate and 
respond to these threats is essential and universal. 
AlphaPrime invests in technology companies that address 
this need, that protect people and assets. That’s everything 
from physical security, to cybersecurity and risk 
management and everything between.

IT’S NOT PART OF WHAT WE DO. 
IT’S EVERYTHNG WE DO.

ABOUT 
US

Our research leverages AlphaPrime’s proprietary data warehouse, 
Charlotte’s Web™, that tracks thousands of companies that protect 
people and assets.  This particular analysis was conducted in February 
and March 2017. 

Charlotte’s Web™ is the result of hours of painstaking research: from 
our first analyst (and the data warehouse’s namesake) Charlotte Kwon, 
to Matteo Cuda, Emma Yunqi Li, Nathan Coen and Marc Bove who 
have contributed to its data reserves over the years. We remember and 
remain enormously thankful.
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